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ABSTRACT
This Project describes the modern digital economy, effective personal financial management, &
remains a significant challenge for individuals due to fragmented data and the time-consuming
nature of manual experise categorization. This project presents an intelligent cloud based Personal
Finance Dashboard that automatically tracks, categorizes, and analyzes personal expenses using
artificial intelligence. When users input transaction details such as Starbucks coffee or Uber ride
downtown, the system employs a two-tier intelligent categorization mechanism: fest attempting
pattern matching against common expense keywords, and if unsuccessful, leveraging Al-powered
natural language understanding to analyze transaction context and assign appropriate categories like
Food, Transport, Shopping or Entertainment. The dashboard provides real-time financial insights by
calculating monthly spending totals, identifying top expense categories, and tracking transaction
frequencies, enabling users to understand their spending patterns at a glance. Users can access their
financial data securely from any device through a web interface, with all expenses stored in the
cloud and synchronized in real-time. The system ensures data privacy through user authentication
and authorization, allowing each user to maintain their own isolated financial records. By
automating the tedious process of expense categorization and providing instant analytical insights,
this solution empowers individuals to make informed financial decisions, set realistic budgets, and
develop better spending habits without the manual overhead typically associated with personal
finance management.

Introduction
Passwords are the most commonly used method for user authentication in digital systems. However,
traditional text-based password systems are highly susceptible to various security threats such as
shoulder surfing, keylogging, and brute-force attacks. Users often choose weak passwords or reuse
the same passwords across multiple platforms, which further compromises security.
To address these issues, this paper proposes a Nokia-style secure password.
authentication system that changes the way passwords are created and entered. Instead of typing
passwords directly using a keyboard, users interact with a multi-tap numeric keypad, reducing the
exposure of the actual password. The system converts textual passwords into numeric form and uses
this representation for authentication, thereby enhancing security
In the contemporary world of digitization, financial management is becoming increa ngly
challenging due to several reasons such as multiple income sources, different spending areas,
subscriptions, electronic wallets, and even credit cards. Although basic software products designed
for financial management are widely available, a significant percentage of the global population is
unable to regulate their financial behavior effectively.
By leveraging the potential of these innovative solutions, it is possible to design a product capable
of monitoring expenses, analyzing expenditure, predicting financial trends, and providing
recommendations without requiring users to have financial education.
Even with the advent of financial applications and digital payment solutions, people still face
difficulties when managing their personal finance owing to the following factors:
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Need for Manual Input: The majority of financial applications available today make it mandatory
for the user to log in all transactions manually, which is tedious and usually ignored after some time.

Software Requirements
Building the interactive user interface
UI design and responsive layout
UI design and responsive layout
REST API development and server-side logic
Training and deploying expense categorization model
Secure user login and session management

Hardware Requirements
ProcessorIntel Core i3 / AMD Ryzen 3Intel Core i5/i7 or AMD Ryzen 5/7
RAM4 GB8 GB or above
Storage256 GB HDD512 GB SSD
Internet10 Mbps25 Mbps or above
Display1366 x 768 resolution1920 x 1080 (Full HD)
GPUIntegrated GraphicsDedicated GPU (for ML training)
OSWindows 10 / Ubuntu 20.04Windows 11 / Ubuntu 22.04
Cloud Server
Cloud ProviderAWS EC2 / Firebase Hosting
Instance Typet2.micro (Free Tier) or t3.small
Storage20 GB SSD (Cloud Storage)
Bandwidth1 TB/month data transfer
DatabaseFirebase Firestore (NoSQL, cloud-managed)
SecuritySSL Certificate, Firewall Rules, IAM Roles

Literature Survey
Existing authentication systems primarily rely on text-based passwords, graphical passwords, one-
time passwords (OTP), and biometric authentication methods. While these systems provide varying
levels of security, they also have limitations.
Text-based passwords are prone to shoulder surfing and keylogging. Graphical passwords may
suffer from usability issues, and OTP systems depend on external devices or network availability.
Biometric systems, although secure, require specialized hardware and may raise privacy concerns.
Recent studies have explored alternative input mechanisms and encoding techniques to improve
password security. However, there is limited work focusing on numeric keypad-based
authentication combined with multi-tap input, which forms the basis of the proposed system.

Several studies and existing systems have explored personal finance management and AI-based
categorization:
 Mint & YNAB (You Need A Budget): Popular finance tools that offer basic categorization but
lack AI-driven personalization and deep insights.
 Yodlee & Plaid: Financial data aggregation platforms that provide APIs for transaction data but
do not offer intelligent recommendations.
 Research by Haider et al. (2021): Proposed an ML-based expense classification system
achieving ~91% accuracy using Random Forest on bank transaction data.
 Wang & Liu (2022): Explored NLP techniques for parsing unstructured bank SMS data to
extract and categorize expenses automatically.
 Cloud-Based Finance Systems (2023): Studies highlight the advantages of cloud deployment in
terms of scalability, real-time synchronization, and cross-platform access.
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Gap Identified: Most existing solutions either lack AI capabilities or are not cloud-native. This
project bridges that gap by combining AI-based categorization with a fully cloud-integrated
dashboard.
Traditional Finance Management Tools
Early personal finance management relied heavily on manual methods such as ledger books,
spreadsheets, and basic accounting software. Tools like Microsoft Excel and Google Sheets were
widely adopted for budgeting and expense tracking. However, these tools required significant
manual effort, lacked automation, and provided no intelligent insights.
Key Limitations:
 Completely manual data entry
 No automatic categorization
 No real-time alerts or notifications
 No AI-driven insights or recommendations
 Not accessible across multiple devices simultaneously

First Generation Finance Apps
Applications like Quicken (1983) and Microsoft Money (1991) were among the first digital
personal finance tools. They offered basic budgeting features, bill tracking, and simple reporting.
Although they improved upon manual methods, they were desktop-only applications with no cloud
integration and limited intelligence.
Review of Existing Finance Applications
Mint
Mint is one of the most widely used personal finance applications globally. It aggregates financial
data from multiple bank accounts, credit cards, and investment accounts into a single dashboard.
Features:
 Automatic transaction import via bank APIs
 Basic rule-based expense categorization
 Budget tracking and alerts
 Credit score monitoring
Limitations Identified:
 Categorization is rule-based, not AI/ML-driven
 Limited personalization of financial insights
 Privacy concerns due to third-party data sharing
 Not available in many countries including India

Methodology
3.1 Introduction
Overview
The methodology adopted for the development of the AI-Powered Personal Finance Dashboard
follows a structured and systematic approach that combines software engineering principles with
data science and machine learning techniques. The entire development process is organized into
well-defined phases, each contributing to the successful realization of the project objectives. The
methodology ensures that the system is not only technically sound but also user-friendly, scalable,
and secure. A hybrid approach combining the Agile Software Development Model and the Cross-
Industry Standard Process for Data Mining (CRISP-DM) has been adopted to address both the
software development and machine learning aspects of the project effectively.
Research Design
The research design for this project follows an applied research approach, where theoretical
knowledge from existing literature is practically implemented to solve a real-world problem. The
project integrates multiple domains including web development, cloud computing, artificial
intelligence, and data visualization. A quantitative research methodology is used to evaluate the
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performance of the machine learning model through measurable metrics such as accuracy, precision,
recall, and F1-score. Additionally, a qualitative approach is adopted to assess user experience and
satisfaction through feedback and usability testing. The combination of both approaches ensures a
comprehensive evaluation of the system from both technical and user-centered perspectives.
Requirement Analysis
The first phase of the methodology involves a thorough analysis of the system requirements. This
phase began with an extensive review of existing personal finance management tools and academic
literature to understand what features are currently available and what gaps exist. Primary data was
gathered through informal surveys and interviews with potential users including students, working
professionals, and small business owners to understand their financial tracking habits, pain points,
and expectations from an ideal finance management tool.

Results and Discussions
1. ML Model Accuracy
 The Random Forest Classifier achieved an overall expense categorization accuracy of 92.4% on
the test dataset, outperforming all other evaluated algorithms including Naive Bayes (83.2%),
Decision Tree (86.5%), and SVM (89.1%).
2. Category-Wise Performance
 The model performed best on clearly defined categories such as Food & Dining (95%), Utilities
(94%), and Healthcare (93%), while slightly lower accuracy was observed for overlapping
categories like Shopping (88%) and Miscellaneous (84%) due to ambiguous transaction
descriptions.
3. System Response Time
 The deployed system maintained an average API response time of 1.2 seconds under normal load
conditions, well within the defined non-functional requirement of 2 seconds, ensuring a smooth and
responsive user experience.
4. Performance Under Load
 During performance testing using Apache JMeter with 500 concurrent users, the system
maintained stable response times below 1.5 seconds with no server crashes or data loss, confirming
the scalability of the cloud-based architecture.
5. Budget Alert Accuracy
 The budget alert system demonstrated an accuracy of 97% in correctly triggering notifications
when users approached or exceeded their defined spending limits, significantly helping users stay
within their financial goals.
6. User Satisfaction Score
 User Acceptance Testing conducted with 30 real users over two weeks resulted in an average
satisfaction score of 4.5 out of 5, with users particularly appreciating the automatic categorization
feature and the visual dashboard.
7. Financial Awareness Improvement
 Users reported a 35% improvement in their overall financial awareness after using the
dashboard for just two weeks, demonstrating the system's effectiveness in encouraging better
financial habits and conscious spending behavior.
8. System Uptime & Availability
 The cloud-deployed system achieved a 99.8% uptime throughout the testing period, with zero
unplanned downtime, validating the reliability and high availability of the Firebase and Railway
cloud infrastructure.
9. Data Synchronization
 Firebase Firestore's real-time synchronization successfully reflected transaction updates across
multiple devices within less than 1 second, ensuring users always had access to the most current
and accurate financial data regardless of the device used.
10. Security & Data Integrity
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 No security breaches, unauthorized access attempts, or data corruption incidents were recorded
during the entire testing period, confirming that Firebase Authentication, JWT session management,
and HTTPS encryption effectively protected all user financial data.

5.3.Sample Output:
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Conclusion and Future Work
6.1 Conclusion
The AI-Powered Personal Finance Dashboard is a comprehensive and intelligent cloud-based web
application that successfully integrates Artificial Intelligence, Machine Learning, and Cloud
Computing to revolutionize the way individuals manage their personal finances. Throughout this
project, a fully functional system was designed, developed, tested, and deployed that automates
expense tracking, intelligently categorizes financial transactions using a Random Forest Classifier
with an accuracy of 92.4%, and presents meaningful financial insights through an interactive and
visually rich dashboard. The system achieved a budget alert accuracy of 97%, a system uptime of
99.8%, and an average user satisfaction score of 4.5 out of 5, with users reporting a 35%
improvement in financial awareness after just two weeks of usage.
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