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ABSTRACT
Nowadays technology is growing very rapidly. The devices are becoming wireless. The telephones
are gradually replaced by the mobile and wires are replaced by wireless devices. Even though there
is advancement in technology, threats to security are also increasing. Since the medium is wireless,
chances of eavesdropping is more and there is security issue of information being transmitted over
wireless medium. The nodes can be compromised. The limitations of the nodes are low capacity of
storage and lesser battery life. Hence, the security of the data being transmitted on the wireless
medium is a serious concern. Because the information that is being transmitted over wireless
medium is more vulnerable for attacks. Here, the problem of security and privacy related to the
information, that will be passed through the mediatory nodes is considered. Hence a model is
proposed to address the problem and solution based on certain considered parameters. Here, we
have proposed a model to categorize the nodes into safe and unsafe.
Keywords: Safe Node, Cluster Head, Moderate Node, EDISP

1. Introduction
A cyber threat associates with identifying fraud, intended extortion, loss of critical information such
as family photographs. It seeks to influence and demolish sensitive data, extort user cash and
disrupts their regular business operations. In today's interconnected culture, everybody profits from
innovative data security strategies. Cyber threat relates to the body of techniques, procedures and
strategies designed to avoid malicious access to the systems, computers and software’s [1].
Incorporating efficient security protocols is exceptionally difficult today as there are numerous
computer systems than humans and hackers have become more inventive.
A substantial chunk of the information could be confidential detail, be it personal capital, financial
records, private details or other data forms for which security breach or disclosure may have
negative repercussions [3]. In the course of business operations, companies transfer classified
information through networks and to various machines and cyber safety encompasses the practice
devoted to securing that data and the devices used to analyze and manage that content. When the
frequency and complexity of cyber-threats increase, businesses and organizations, particularly those
dealing with data protection associated with nationwide protection, healthcare, or banking data,
need to intervene to safeguard their classified company and personal records.
Internet of things has brought an evolution in the technology. It guarantees that every device can be
made to be connected to the network. Such a network may be connection oriented or connection
less. Any device that is smart in nature and has a capability to sense the data, can be made as a part
of the network. A device is said to be smart if it has a capability to sense the signal, process the
input and produce the output after processing [1]. Whenever such smart devices are connected
through the wireless medium, then there arises a problem of security. Securing the nodes and the
data which is transmitted over the wireless medium is a challenging field of research. So, here we
are proposing a technique which is based on the cuckoo search algorithm. Cuckoo technique
searches [2] a best possible nest for laying its eggs. It classifies the nest as safe and unsafe based on
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criteria or attributes. It discards the unsafe nests and lays eggs in the safe nests. Similarly our
proposed method classifies the nodes as safe and unsafe based on the attributes. There are a total of
18 attributes which can be considered. Only the top 3 are put to use in this paper because these can
suffice to ensure safety. Those attributes which are considered for categorizing the nodes are
Trust/Security level of a node, Storage Capacity of the node (Based of buffer level) and Battery
level of a node.
The basic understanding of the arrangements of the nodes in the WSN is very much essential in
order to understand the proposed model [3]. Following figure 1 shows details of the node and figure
2 shows the architecture of Wireless Sensor Network (WSN).

Fig. 1. A typical WSN Node and its components

Fig. 2. Architecture of Wireless Sensor Network (WSN)

2. Related work
Each node in the WSN Network has independent decision-making capacities to decide the next
transmission node, transmission time, receiving moment etc. However, owing to a heterogeneous
form of data packet occurrence on the node at any stage, these are restricted by ongoing decision-
making processes from the various devices in the IoT. Node security is a challenge as it is marked
by restricted physical security in relation to transferring data in wireless media that are susceptible
to and viewed by several hackers. These hackers attempt to infect the other nodes that cause traffic
congestion, stop or deny the customer the sort of service. The network ultimately sticks and
collapses. Significant research has been carried out in this problem, several of which have been
researched and results submitted in this chapter. The papers provided a study of the various kinds of
intruding, the nature of assaults and the obvious answers from the nodes. Special emphasis was
given in this job on the sort of assault that configures the routing characteristics. The literature has
provided a technique to improve the impact of assaults by enhancing general web output [4][5].
This occurs however at the expense of losing packages that are not quite appropriate for certain
apps. The literature reveals important quantities of watch dogs who constantly monitor the network
for any change in the behaviour of nodes from the optimal design [6]. Various works linked to
intrusion detection, both monitored and uncontrolled teaching techniques, have been suggested in
the literature. Bayesian models have been used efficiently in hybrid solutions for modeling IDS
schemes and other optimization techniques [7]. The standard techniques include tree-based
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decision-making [8], which is discovered to be very easy in building but improves complexity as
the volume of the information being processed and the volume of the network goes beyond some
threshold [9]. Conventional classifiers, such as SVM [10], were carefully discussed and used in
combined with principal component analysis (PCA) [11 – 13], in order to decrease the vector set
dimension. Clustering techniques have been commonly used in literature, either with stand-alone
methods or together with optimisation algorithms for the Optimisation of Cluster Heads (CHs)
which perform an important part in transmitting data from one node to another [14] [15]. Neural
networks were also used to train the network against sample information on standard assaults. They
provide a good answer to attaining the required objective, but they are not very stable in the face of
freshly established intrusions.

3. Issues and challenges
Wireless Sensor Network (WSN) is a dynamic in nature. Any device can join and leave the network.
Authentication is major concern. Self - management, hardware and software issues, operating
systems, providing QoS, data collection and transmission are some of the challenges in the
WSN[16]. Energy conservation in one of the most important aspect as far as hardware and software
related designs are concerned. Secure data collection and transmission with the minimum
communication and computation cost is another software related challenge17]. Security calculation
has to be as simple as possible to reduce the power usage and for optimal bandwidth utilization
[18][19]. So, we have proposed a model to address such issues.

4. Proposed model
Similar to the cuckoo search based algorithmic techniques have been incorporated in to the
proposed model. As cuckoo searches for the best nest to lay its eggs, similarly our job in proposed
model is to search the secure nodes in the cluster which can be used for routing purpose. The nodes
can be divided as safe, unsafe and moderate nodes. Safe nodes will always be part of the routing
path. Moderate nodes will be used only in case of emergency. Proposed model has following steps.
4.1. Choosing Cluster Head
The cluster head is elected on the basis of ratio of number of requests successfully completed to the
number of requests received.

Nodeval= No. of requests successfully completed

No. of requests received.

Nodeval= RequestComplete

RequestReceived

A node with highest Nodeval value will be chosen as the cluster head in each cluster i.e., NodeCH.
Following figure 3 shows the details.

Fig. 3. Choosing the Cluster Head
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The routing tables and attribute (security, battery and storage) level values of each node are stored
in the NodeCH that is cluster head. Our proposed model proposes for cloning of the cluster head in
another node whose Nodeval is more than defined threshold value and is an intermediate node
between two clusters that is NodeINTR. In case of failure of theNodeCH, the NodeINTR will continue to
work as the cluster head. This provides the robust system. The figure 4 shows the details of the
cluster head and cloned node (Intermediate Node., NodeINTR)
The figure 4 shows the proposed model. The figure depicts the steps involved in the proposed
model. As soon as the cluster head id chosen, attributes are calculated and checked against the
respective threshold values. Later the process of marking the nodes as safe, unsafe and moderate
nodes takes place. The details will stored in the Cluster Head, so that routing process can be made
easier and secure.

Fig 4. Proposed model

4.2. Calculating security levels of each node
The security level is required to decide whether the node is trustable or not. The trustable nodes will
be used for routing. The algorithm for calculating the security level is given below.
Algorithm:
Step 1: Calculate treatment ratio a below

r = 1- 12L N − L ÷ (NH)N2
L Number of packets correctly transmitted by the sensor node.
N Total Number of packets transmitted.

Step 2: Calculate trust
t = L÷ N

Step 3: if t> 0.9, mark node as trustworthy and store score in Cluster Head
(CH).
Step 4: Repeat steps 1 to 3 until all nodes are over.
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4.3. Calculating storage capacity of the Node
This will help in avoiding dropping of packets. If storage is not there in buffer then packets will be
dropped and this leads to retransmission and wastage of bandwidth. Hence, we have to check the
Storage status of the node under observation.
Algorithm:
Step1: Free space = Buffer space – Occupied space.

Fspace=Bspace-Ospace.
If Fspace>Tspace Tspace--- Threshold space value

Mark node as accepted.
Store values in Cluster Head, NodeCH.

Else
Mark node as rejected.

Step2: Repeat step 1 until all nodes are over.
Step3: Stop

4.4. Calculate battery status of the node.
This is one the important attribute to be considered. If the node with lower battery switches off then
this will break the routing path and which will lead to the creation of new path, rerouting and
retransmission of the packets. There will be huge wastage of bandwidth. This will drastically affect
the performance of the WSN. Following algorithm helps to calculate the battery level.
Algorithm:
Step 1: Calculate

ETR= (CCKT * NB) + EDISP + Dist2

RE= (CCKT * NB)n
CAGGR= (CCKT * NB* n)

Where, ETRTransmitter cost, EDISP Energy Dissipation for the transmission amplifier
CCKT Energy consumption to run the transmitter circuit.
NB Number of bits transmitted, CAGGR Cost of data aggregation
DistDistance to be travelled
Step 2: Check If ETR+ CCKT> TTR+ TCKTthen
Mark the node, update values in CH and store its values in node.
Else then
Unmark the node
(HereTTRandTCKTare standard experimental values here taken as threshold valuesElse)
Step 3: Repeat step 1 to 2 until all node in cluster are over.

Once the Cluster Head, NodeCH has the attributes values for security level (which indicates the trust
of a node), storage capacity and battery status of each node stored in the NodeCH. If there is any
change in the values of chosen attributes, the same has to be updated to NodeCH periodically. This is
help in knowing the exact status of the nodes. This will lead to the better and error free, secure
routing.
Figure 5 shows the details of how to mark the nodes and the criteria that has to be followed. A new
marking strategy is proposed as moderate which takes values just below the permissible range of
the threshold values.
The following table shows the details.

S. No Safe Unsafe Moderate

1 1 0 0/1

Table 1. Non-binary values
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The marking of the non-binary pattern of the nodes lead to the creation of the new level called
‘moderate’. This is modified version of the binary algorithm where there were only two values as
safe (‘1’) and unsafe (‘0’). These moderate nodes play sometimes the crucial role during emergency.

Fig. 5. Marking of nodes according to attribute levels
Marking of a node will be done on the Cuckoo algorithm criteria, we use binary variant of
algorithms. Based on the values of security level or trust of node, storage capacity and battery status,
we apply the following criteria.
Algorithm:
Step 1: Calculate Tsum= TSecure+TBattery+Tspace

If Tsum ≥ Threshold then
Mark the node as Nsafe.

Step 2: If Tsum ≥TThreshold + Adjust factor
And Tsum+ Adjust factor ≥ Threshold Then
Mark the node as Nmoderate.

Step 3: if Tsum< Threshold then mark the node as Tunsafe.

Step 4: Stop.

Now the nodes in each cluster are marked. For routing Nsafenodes are considered. In case of
emergency Nmoderatecan also be considered.
The following table shows the details of choosing nodes based on attribute values.

Sl.
No

Security
level (Tsecure)

Buffer Status
( Tspace)

Battery Level
( Tbattery)

Marking

1 Yes Yes Yes Safe
2 No Yes Yes Unsafe
3 No No Yes Unsafe

Table 2. Marking nodes

5. Experimentation
Most of the sensor networks face the power related problems. A detailed simulation based
experimentation is carried out to produce following results and charts. Figure 6 shows the WSN at
work. It shows the nodes that are marked based on the attributes we have considered to mark the
number nodes.
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Fig. 6. Marking of Nodes as safe and unsafe nodes
After running the model, it is observed that the performance of the system is enhanced due to the
proposed model. The following chart shows the comparison of the details.

Sl
No.

No. of Nodes Performance of
Existing
system in
percentage

Performance of
proposed system
in percentage

1 10 100.00 100.00
2 50 98.33 100.00
3 100 95.23 100.00
4 500 90.83 99.12
5 1000 86.6 98.87
6 >1000 84.44 97.78

Table 3. Performance analysis
The following figure shows the chart for the above results. It is clearly observed that the proposed
system performs better even when the numbers of nodes are increased.

Fig. 7. Chart showing the Performance Analysis.
It is clearly visible from the chart that the performance of the existing system deteriorates as the
number of nodes in the network increases. But the performance of the proposed system is
considerably better than the existing system.
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6. Conclusion and future work
The performance of the proposed system is better even when the number of nodes is considerably
high as compared to the existing systems. Here, in the proposed model only top three attributes, out
of 18 identified attributes are considered. Further, our intention was to reduce the calculation as
much as possible in order to reduce the burden on the nodes, so we chose top 3 attributes only.
As an enhancement to the proposed system, we can try to add some more attributes to the proposed
system. Further, clustering algorithms for event monitoring can be also added to the proposed
system to enhance the worthiness of the system.
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