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Abstract

Email Spam has become a major problem nowadays, with Rapid growth of internet users, Email
spams is also increasing. People are using them for illegal and unethical conducts, phishing and
fraud. S ending malicious link through spam emails which can harm our system and can also seek in
into your system. Creating a fake profile and email account is much easy for the spammers, they
pretend like a genuine person in their spam emails, these spammers target those peoples who are not
aware about these frauds. S o, it is needed to Identify those spam mails which are fraud, this project
will identify those spam by using techniques of machine learning, this paper will discuss the
machine learning algorithms and apply all these algorithm on our data sets and best algorithm is
selected for the email spam detection having best precision and accuracy.

Introduction

Email or electronic mail spam refers to the “using of email to send unsolicited emails or advertising
emails to a group of recipients. Unsolicited emails mean the recipient has not granted permission for
receiving those emails. “The popularity of using spam emails is increasing since last decade. Spam
has become a big misfortune on the internet. Spam is a waste of storage, time and message speed.
Automatic email filtering may be the most effective method of detecting spam but nowadays
spammers can easily bypass all these spam filtering applications easily. Several years ago, mos t of
the spam can be blocked manually coming from certain email addresses. Machine learning
approach will be used for spam detection. Major approaches adopted closer to junk mail filtering
encompass “text analysis, white and blacklists of domain names, and community-primarily based
techniques”. Text assessment of contents of mails is an extensively used method to the spams.
Many answers deployable on server and purchaser aspects are available. Naive Bayes is one of the
utmost well-known algorithms applied in these procedures. However, rejecting sends essentially
dependent on content examination can be a difficult issue in the event of bogus positives. Regularly
clients and organizations would not need any legitimate messages to be lost. The boycott approach
has been probably the soonest technique pursued for the separating of spams. The technique is to
acknowledge all the sends other than those from the area/electronic mail ids. Expressly boycotted.
With more up to date areas coming into the classification of spamming space names this technique
keeps an eye on no longer work so well. The white list approach is the approach of accepting the
mails from the domain names/addresses openly whitelisted and place others in a much less
importance queue, that is delivered most effectively after the sender responds to an affirmation
request sent through the “junk mail filtering system”

Literature Survey

A Comprehensive Survey for Intelligent Spam Email Detection.

AUTHOR: Karim, A., Azam, S., Shanmugam, B., Krishnan, K., & Alazab, M.

Abstract:

The tremendously growing problem of phishing e-mail, also known as spam including spear
phishing or spam borne malware, has demanded a need for reliable intelligent anti-spam e-mail
filters. This survey paper describes a focused literature survey of Artificial Intelligence (Al) and

@2025, JETMS | Impact Factor Value: 5.672 | Page 844



™
@ International Journal of Engineering Technology and Management Science

Website: ijetms.in Issue: 2 Volume No.9 March - April — 2025
DOI1:10.46647/ijetms.2025.v09i02.108 ISSN: 2581-4621

Machine Learning (ML) methods for intelligent spam email detection, which we believe can help in
developing appropriate countermeasures. In this paper, we considered 4 parts in the email's
structure that can be used for intelligent analysis: (A) Headers Provide Routing Information, contain
mail transfer agents (MTA) that provide information like email and IP address of each sender and
recipient of where the email originated and what stopovers, and final destination. (B) The SMTP
Envelope, containing mail exchangers' identification, originating source and destination
domains\users. (C) First part of SMTP Data, containing information like from, to, date, subject -
appearing in most email clients (D) Second part of SMTP Data, containing email body including
text content, and attachment. Based on the number the relevance of an emerging intelligent method,
papers representing each method were identified, read, and summarized. Insightful findings,
challenges and research problems are disclosed in this paper. This comprehensive survey paves the
way for future research endeavors addressing theoretical and empirical aspects related to intelligent
spam email detection

Existing System

okenization is the process of splitting a stream of manuscript into phrase, symbols, words, or any
expressive elements named as tokens.” The rundown of token further utilized for contribution for
additional handling, for example, content mining and parsing. Tokenization is valuable in both
semantics (where it is as content division), and as lexical examination in software engineering and
building. It is occasionally hard to define what is intended by the term “word”. As tokenization
happens at the word level. Frequently a token trusts on modest heuristics, for instance: Tokens are
parted by whitespaces characters, like “line break™ or “space”, or by “punctuation characters”.
Every single neighboring string of alphabetic characters are a piece of one token; similarly, with
numbers. White spaces and punctuations might or might not involve in the resulting lists of tokens
DISADVANTAGES OF EXISTING SYSTEM :

1) Less accuracy

2)low Efficiency

Proposed System

When the data is considered, always a very large data sets with large no. of rows and columns will
be noted. But it is not always the case the data could be in many forms such as Images, Audio and
Video files Structured tables etc. Machine doesn’t understand images or video, text data as it is,
Machine only understand 1s and Os. Steps in Data Preprocessing: Data cleaning: In this step the
work like filling of “missing values”, “smoothing of noisy data”, “identifying or removing outliers “,
and “resolving of inconsistencies is done.” Data Integration: In this step addition of several
databases, information files or information set is performed. Data transformation: Aggregation and
normalization is performed to scale to a specific value Data reduction: This section obtains a
summary of the dataset which is very

ADVANTAGES OF PROPOSED SYSTEM :

1) High accuracy

2)High efficiency

System Architecture

Train
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Results

In this project we are using Random Forest machine learning algorithm to predict EMAIL messages
as SPAM or HAM. To train random forest we have used KAGGLE EMAIL SPAM dataset and
below screen showing some messages from dataset

&) EditPlus - [EANewClient]\SpamDetection\Dataset\spam_ham_dataset.csv] - [m]

@ File Edit View Search Document Project Tools Browser Window Help - 8 x
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[E] < Jabel text.label_num
S > > 605 [I| "Subject: enron methanol ; meter # : 988291

%’iewc‘;:t“ . this is a follow up to the note i gave you on monday , 4 /3 / 00 { preliminary

amDetection ;

=) fpamgﬂmm flow data prpvlded by dal:en ). .

(3 _pycache_ please override pop ' s daily volume { presently zero } to reflect daily

- activity you can obtain from gas control .
e this change is needed asap for economics purposes .".0
urls.py 2349 ham."Subject: hpl nom for january 9 , 2001
Man ( see attached file : hplnol 09 . xls )

- hplnol 09 . xIs",0

| 3624 ,ham."Subject: neon retreat
ho ho ho , we ' re around to that most wonderful time of the year - - - neon leaders retreat time !
i know that this time of year is extremely hectic , and that it ' s tough to think about anything past the holidays , but life does go on past
on the calender that i handed out at the beginning of the fall semester , the retreat was scheduled for the weekend of january 5 - 6 . but |
i think we all agree that it ' s important for us to get together and have some time to recharge our batteries before we get to far into the
the first option would be to have a retreat similar to what we ' ve done the past several years . this year we could go to the heartland con
the second option would be to stay here in houston , have dinner together at a nice restaurant , and then have dessert and a time for visii
email me back with what would be your preference , and of course if you ' re available on that weekend . the democratic process will p:
have a great weekend , great golf , great fishing . great shopping . or whatever makes you happy !
bobby".0
4685,spam,"Subject: photoshop , windows , office . cheap . main trending

2 abasements darer prudently fortuitous undergone
lighthearted charm orinoco taster

41 railroad affluent pornographic cuvier

25 irvin parkhouse blameworthy chlorophyll v
Al Files (%.7) vil|« >
[0 oindechtml #Loginktml  ®AdminScreenhtr  #urspy ¢ UploadDatasethl  views.py @testpy 9 spam_ham_dates® ViewDatasethtm o TrainData.htm| o SpamDetection.F & ViewResulthtm| o testMessages.tat
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16:53

O Type here to search [ £~ B g

In above screen first row represents dataset column names and remaining rows contains EMAIL
message and class label as HAM or SPAM and by using above dataset we will train Random Forest
algorithm. After training we can input any message then random forest will predict as SPAM or
HAM.

To implement this project we have designed following Modules

1)Admin Login: using this module admin can login to application by using username and password
as ‘admin’ and ‘admin’

2)Upload Dataset: after login admin can click on ‘Upload Dataset’ link to upload dataset to
application

3)Train Dataset Using Random Forest: now admin can click on this link to train random forest
algorithm and this model will be applied on TEST data to calculate random forest prediction
accuracy.

4)Spam Detection: admin can click on this link and then enter some message and then press submit
button and then Random Forest will predict that message as HAM or SPAM
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@ Email Spam Detection x  + v = X

& G @ 127.0.01:8000/UploadDatasetAction ® @M R Q

For quick access, place your bookmarks here on Import bookmarks Reading list
(BCEL] = 7%
lILabel Email Message

[Subject: enron methanol ; meter # : 088201 this is a follow up to the note i gave you on monday , 4 / 3 / 00 { preliminary flow data
lham |provided by daren } . please override pop 's daily volume { presently zero } to reflect daily activity you can obtain from gas control .
this change is needed asap for economics purposes .

lham |[Subject: hpl nom for january g , 2001 ( see attached file : hplnol 0g . xIs ) - hplnol 0g . xls

[Subject: neon retreat ho ho ho , we ' re around to that most wonderful time of the year - - - neon leaders retreat time ! i know that
this time of year is extremely hectic , and that it ' s tough to think about anything past the holidays , but life does go on past the
wveek of december 25 through january 1, and that ' s what 1 ' d like you to think about for a minute . on the calender that i handed
lout at the beginning of the fall semester , the retreat was scheduled for the weekend of january 5 - 6 . but because of a youth
iministers conference that brad and dustin are connected with that week , we ' re going to change the date to the following weekend
january 12 - 13 . now comes the part you need to think about . i think we all agree that it ' s important for us to get together and
lhave some time to recharge our batteries before we get to far into the spring semester , but it can be a lot of trouble and difficult for
s to get away without kids , etc. so, brad came up with a potential alternative for how we can get together on that weekend , and
then you can let me know which you prefer . the first option would be to have a retreat similar to what we ' ve done the past several
lham |[years . this year we could go to the heartland country inn ( www . . com ) outside of brenham . it s a nice place , where we ' d have
[ 13 - bedroom and a 5 - bedroom house gide by side . it ' & in the country , real relaxing , but also cloge to brenham and only about
one hour and 15 minutes from here . we can golf , shop in the antique and craft stores in brenham , eat dinner together at the ranch
| and spend time with each other . we ' d meet on saturday , and then return on sunday morning , just like what we ’ ve done in the
past . the second option would be to stay here in houston , have dinner together at a nice restaurant , and then have dessert and a
time for visiting and recharging at one of our homes on that saturday evening . this might be easier , but the trade off would be that
ve wouldn 't have as much time together . i’ Il let you decide . email me back with what would be vour preference , and of course if
rou 're available on that weekend . the democratic process will prevail - - majority vote will rule ! let me hear from you as soon as
possible , preferably by the end of the weekend . and if the vote doesn ' t go your way , no complaining allowed (likeitendtodo!)
lhave a great weekend , great golf , great fishing , great shopping , or whatever makes you happy ! bobby

[Subject: photoshop , windows , office . cheap . main trending abasements darer prudently fortuitous undergone lighthearted
icharm orinoco taster railroad affluent pornographic cuvier irvin parkhouse blameworthy chlorophyll robed diagrammatic fogarty
[clears bayda inconveniencing managing represented smartness hashish academies shareholders unload badness danielson pure
leaffein spaniard chargeable levin

[Subject: re : indian springs this deal is to book the teco pvr revenue . it is my understanding that teco just sends us a check , 1 haven
lham || t received an answer as to whether there is a predermined price associated with this deal or if teco just lets us know what we are

iving . i can continue to chase this deal down if vou need .
H O Type here to search

In above screen dataset loaded and we can see class label and email messages and now click on
‘Train Dataset Using Random Forest’ link to train random forest and get below output

pam

@ Email Spam Detection X + L = x

&« C (@ 127.0.0.1:3000/TrainDatahtml e % P M N9

For quick access, place your bockmarks here on

Reading list

Ermail
Spam
Detection
wwith
NMachinee
Learning

Random Forest ML output Screen

[Algorithm Name|  Accuracy || Precision I Recall I FScore i
|[Random Forest  [07.3013043478261[06.23012047640863[97.32656026014340/(06.76206118680007

ﬂ O Type here to search

In above screen Random Forest trained and we got its prediction accuracy as 97% and we can see
precision, recall and FSCORE. Now random forest is trained and now click on ‘Spam Detection’
link to get below screen
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@ Email Spam Detection
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For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

x  +
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@ 127.0.0.1:8000/SpamDetection.html e
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Spam
Detection
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Spam Detection Screen from Email Message

Input Email;

Y 28-02-2022

H O Type here to search

In above screen you can input some message and if you don’t know what to enter then you can copy
some text from ‘testMessages.txt” from ‘Dataset’ folder and paste in above screen

& EditPlus - [E\NewClient!\SpamDetection\Dataset\testMessages.tit] - o X
[#) File Edit View Search Document Project Tools Browser Window Help ) - & x
B R YD iadX |2 YeBEJw=las = nw

Directory _ Cliptest bttt Gt B L B e ]

£ ~
SEL "this deal is to book the teco pvr revenue . it is my understanding that teco just sends us a check . i haven ' t received an answer as to whether 1
E"‘ENSE":S::;‘RM "you just found the best and simpliest site for medication on the net . no perscription , easy delivery . private . secure , and easy . better see rig
= fpamgmmn "Subject: re : enron / hpl actuals for october 11 . 2000 - revision please note that the pricing allocation of volumes for october 11 , 2000 sho
(3 _pycache_ » 5 [Subject: aep transition items attached is a brief memo outline some of the transtion issues with hpl to aep this is the first draft . the itilized ite
"Subject: select eshopping for medicines and take advantage of the specials at our cyberstore . if you have a tight budget and still prefer qualit
;;Q“;f;’y "Subject: alloc . except - mtr 1491 daren . meter 1491 has steady flow for the first 13 days of the month . it is the shanghai energy gas lift sale
urls.py "Subject: best software prices . inclosing promotion note stead . make metal . at , for above fall each . which am catch . no song slow line wel
wsgi.py
All Files (%) ~ < >
[0 @indechtm! #laginhtml  +AdminScreenhtr  @urlspy  #UploadDatasethl & views.py @testpy % spam_ham_datac ViewDatasethtm @ TrainData.html & Detection F 4 html & Bt

For Help, press Fl

O Type here to search

In5 col 1 2 53 (PC

1705

Y 28-02-2022

In above screen I am copying one line of text and paste in text area like below screen
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@ Email Spam Detection x  + v = X

< G ® 127.0.01:8000/SpamDetection.htmi e * @M N0

For quick access, place your bookmarks here on the book bar. Import bockmarks now... Reading list

Esmail

Spam l

Detection
wwith l
NMachine 2
Learning S >

Spam Detection Screen from Email Message

f'Subject: re : enron / hpl actusls for october 11 , 2888 - revision please note
hat the pricing allocation of volumes for gctober 11 , 2088 should be changed as
ollows . teco tap 4@ . 9ee / enron ; 25 . 209 / hpl iferc ; 84 . 791 / hpl gas
aily the total nomination of 775 . 80@ subject to the iferc pricing was completed
n october 11 , 2080 . all remaining gas purchases under the hpl contract ( k #
B94% ) will be at the gas daily pricing .”

Input Email|

Submit|

17:05
H O Type here to search % % ) 3 0000 ]

In above screen I pasted the message and press submit button to get below output

@ Email Spam Detection x  + v = X
ctionAction e & O M N0

bar. Import bockmarks now... Reading list

< C @ 127.0.01:3000/5pal

For quick access, place your baokmarks here

Ermail
Spam
Detection
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View Detection Result Screen

Detection

Email Message Result

'Subject: re : enron / hpl actuals for october 11, 2000 - revision please note that the pricing allocation of volumes for

loctober 11 , 2000 should be changed as follows . teco tap 40 . 000 / enron ; 25. 209 / hpl iferc ; 84 . 761 / hpl gas daily the HAM]

total nomination of 775 . 000 subject to the iferc pricing was completed on october 11, 2000 . all remaining gas purchases -
nder the hpl contract (k # 3949 ) will be at the gas daily pricing .”

H O Type here to search = & ) zal;ozenzz =
In above screen in blue colour text we can see message is detected as HAM and similarly you can
paste other messages and get result

Conclusion

With this result, it can be concluded that the Multinomial Naive Bayes gives the best outcome but
has limitation due to class-conditional independence which makes the machine to misclassify some
tuples. Ensemble methods on the other hand proven to be useful as they using multiple classifiers
for class prediction. Nowadays, lots of emails are sent and received and it is difficult as our project
is only able to test emails using a limited amount of corpus. Our project, thus spam detection is
proficient of filtering mails giving to the content of the email and not according to the domain
names or any other criteria. Therefore, at this it is an only limited body of the email. There is a wide
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possibility of improvement in our project. The subsequent improvements can be done: “Filtering of
spams can be done on the basis of the trusted and verified domain names.” “The spam email
classification is very significant in categorizing e-mails and to distinct e-mails that are spam or non-
spam.” “This method can be used by the big body to differentiate decent mails that are only the
emails they wish to obtain.”
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